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* artillery shells and rockets - Iraq made extensive use of artillery munitions filled with
chemrcal agents during the Iran-Iraq War. Mortars can also be used for chemical agent
dehivery. Iraq also claimed to have tested the use of .shells and rockets filled with
bological agents. Over 20,000 artillery munitions remam uwnaccounted for by

UNSCOM,

* helicopter and aircraft borne sprayers - lIrag carried out studies into aerosol
dissemination of biological agent using these platforms prior to 1991. UNSCOM was
unable to account for many of these devices and we judge that it is probable that Irag
retains a capability for aerosol dispersal of both chemical and biological agent;

* Al Hussein ballistic missiles (range 650km) - Iraq told -UNSCOM that it filled 25
warheads with anthrax, botulinum toxin and aflatoxin. Iraq also developed chemical
agent warheads for Al Hussein Iraq also admitted to producing 75 CW warheads for Al
Hussein which were intended for the delivery of a mixture of sarin and cyclosarin. We
judge Iraq retains up to 20 Al Husseins;

* Al Samoud/Ababil 100 ballistic missiles (range 150km plus) - It is unclear if chemical
and biological warheads have been developed for these systems, but given their
experience on other missile systems, Iraq has the technical expertise to do so:

* L-29 remotely piloted vehicle programme - we judge that the modification of the L-29
jet trainer could allow it to be used for the delivery of chemical and biological agents.
The L.-29 was subject to UNSCOM inspection for this reason;

* Special Forces (SF) - Iraqi SF roles include sabotage/terrorist action abroad, hence the
delivery of chemical and biological agents by SF outside Iraq cannot be discounted.

NUCLEAR WEAPONS

We assessed in 1991 that Iraq was less than three years away from possessing a nuclear
weapon. After the Gulf War, Iraq's nuclear weapons infrastructure was dismantled by the
IAEA. But we judge that Iraq is still working to achieve a nuclear weapons capability, in

breach of its NPT obligations and UN Security Council Resolution 687 Much of its former
expertise has been retained Intelligence has

Gas Centrifuge Uranium Enrichment

Uranium :n the form of uranium hexafluoride is mdicated that spccialists were recalled to
separated into its different 1sotopes m rapidly spinning work on a nuclear Weapons programing in
rotor tubes of special centrifuges Many hiindreds or th ¢ F 1998 W dee that the
thousands of centrifuges are connected 1n cascades to ¢ autumn _O ’ e_ judg

entich uranium, If the lighter U235 1sotope 15 enriched to | Ppresent Iraqi programme is based on gas
more than 90% 1t can be used 1n the core of a nuclear centrifuge uranium enrichment, which was
weapon. the route Iraq was following for producing

fissile material before the Gulf War. But
Iraq needs certain key equipment, such as gas centrifuge components, and materials for the -
production of the fissile material necessary before a nuclear bomb could be developed.
Following the expulsion of weapons inspectors in 1998 intelligence indicates that Iraq has
increased covert efforts to acquire technology and materials with nuclear applications. This
ncludes vacuum pumps ], magnets i
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¥, and bling f. All are needed to

manufacture gas centrifoges. It also includes specialised aluminium,

which is subject to
international export controls because of its potential apphcation 1n gas centrifuges used to
enrich uranum Although this matenial has applications 1n a range of other weapon systems.

There 1s also compelling evidence that Irag has sought the supply of significant quantities of
uranium from Africa. However before such material can be used in gas centrifuges it has to be
purified and converted into uranium hexafluoride. This conversion process requires the use of
chemicals such as nitric acid, anhydrous hydrogen fluoride (AHF) and fluorine gas AHF is
commonly used in the petrochemical industry and Iraq frequently imports significant amounts.
The diversion of some of this AHF would be virtually impossible ta detect.

So leng as sanctions continue to hinder the import of crucial goods, Iraq would find it difficult
to produce a nuclear weapon. After the hfting of sanctions we assess that Iraq would need at
least five years to produce a weapon Progress would be much quicker if Iraq were able to buy
suitable fissile material.

BALLISTIC MISSILES
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Since the Gulf War, Iraq has been openly
developing two short-range missiles up to
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f?: a range of 150km, which are permitted
‘;if under UN Secunty Council Resolution
;:# 687. The Al-Samoud liquid propellant

missile has been extensively tested, has
appeared on public parade in Baghdad
R 5 and is judged to be in the early stages of
FET ey deployment. In the absence of UN
ks inspectors, intelligence indicates Iraq has
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also worked on extending its range to at least
200km Testing of the solid propellant Ababil-100
(Figure 1) 1s also underway, with plans to extend its
range to at least 200km. Compared to liquid
propellant missiles, those powered by solid
propellant offer greater ease of storage, handling
and mobility. They are also quicker to take into and
out of action and can stay at a high state of
readiness for longer periods. Any extension of a
missile’s range to beyond 150km would be in
breach of UN Security Resolution 687,

Intelligence suggests that Iraq has retained up to 20
Al Hussein missiles (Figure 2), in breach of UN
Security Council Resolution 687. These missiles  FIGURE2 AL HUSSEIN
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were either hidden from the UN as complete systems, or could have been re-assembled using
itlepally retained engines and other components We judge that the engineering expertise
available would allow these missiles to be maintained effectively We assess that soine of these
missiles could be avarlable for use Although not very accurate when used against Iran, Israel
and Saudi Arabia, they are sull an effective systemn, which could be used with a conventional,

chemical or lwological warhead

Reporting has confirmed that Iraq's prionty is to develop longer-range missile systems, which
we judge are Iikely to have ranges over 1000km, enabling it to threaten regional neighbours,
Israel and some NATO members These programmes employ hundreds of people. Imagery
(Figure 3) has shown a new engine test stand being constructed (A), which is larger than the
current one used for Al Samoud (B), and that formerly used for testing SCUD engmes {C)
which was dismantled under UNSCOM supervision This new stand will be capable of testing
engines for missiles with ranges over 1000km, which are not permitted under UN Security
Council Resolution 687 Such a facility would not be needed for systems that fall withimn the
UN permutted range of 150km The Iraqgi's have recently taken measures to conceal activities at

this site
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Iraq 1s also working to obtain improved guidance technology to mncrease missile accuracy. The
success of UN restrictions means the development of new longer-range missiles is likely to be a
slow process. These restrictions impact particularly on the: :

¢ availability of foreign expertise;
* conduct of test flights to ranges above 150km;
* acquisition of guidance and control technology.

Saddam remains committed to developing longer-range missiles. We assess that, if sanctions
remain effective, Iraq could achieve a missile capability of over 1000km towards the end of the
decade, and possibly within 5 years (Figure 4 shows the range of Iraq's various missiles). To be
confident that it has successfully developed a longer-range missile Iraq would need to conduct
a flight-test. Current UN Security Council Resolutions do not permit tests of over 150km.

[raq has managed to rebuild much of the missile production infrastructure destroyed in the Guif
War and in Operation Desert Fox in 1998. New mussile-related infrastructure is also under
construction. Some aspects of this, including rocket propellant mixing and casting facilities at
the Al Mamoun Plant, appear to replicate those linked to the prohibited BADR-2000
programme that were destroyed in the Gulf War or by UNSCOM. A new plant for indigenously
pioducing ammonium perchlorate, which is a key ingredient in the production of solid
propellant rocket motors, is also underway. This was obtained through an Indian chemical
engineering firm with extensive links in Iraq.

Despite a UN embargo, Iraq has also made concerted efforts to acquire additional production
technology, including machine tools and raw materials, in breach of UN Security Council
Resolution 1051. The embargo has succeeded in blocking many of these attempts, but, despite
the dual use nature of some of the items, we know from intelligence that some items have
found their way to the Iraqi ballistic missile programme and will inevitably continue to do so.
Over the last few years Iragi procurement agents and front companies in third countries have
been undertaking a global drive to illicitly acquire propellant chemicals for Irag's ballistic
missiles, including aluminium powder & unsymmetrlcal
dimethylhydrazine (UDMH) and hydrogen perozﬂde [t i Ve judge
this is intended to support production and deploymentof the Al Samoud and Ababil-100 and

development of longer range systems. .
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FIGURE 4 CURRENT AND PLANNED/POTENTIAL BALLISTIC MISSITES

ILLICIT INCOME GENERATION AND WMD FUNDING

Iraq generates income legally under the UN Qil For Food Programme (OFF) established by
UNSCR 986, whereby the proceeds of oil sold through the UN is used to buy humanitanan
supplies for Irag This money remains under UN coatrol, and cannot be used for military/WMD

procurement.

However, the Iraqi regime continues to generate income outside UN control, either in the form
of hard currency, or barter goods (which in turn means existing Iraqi funds are freed up to be
spent on other things). We believe that Irag's illicit earnings amouated to around USD 3 billion
during 2001 Of this, illegal o1l exports may have been Worth around USD 2 billion. A further
USD 1 billion may have been generated through abuses of OFF, including placing a surcharge
on every barrel of oil sold, and charging commissions for contracts either to lift Iraqgi o1l or
supply Iraq with humanitarian goods. Iraq also generates further income through the export of
non-oil goods We assess that Iraq will generate up to a further USD 3 billion during 2002.

These illicit earnings go to the Iraqn regime. In addition to being hoarded in personal bank
accounts, this money may be used for patronage and buying off the political and mulitary elite,
building new palaces, as well as purchasing luxury goods and other civilian goods outside of
OFF Some of these funds are also used by Saddam to maintain his armed forces, and to
__develop or acquire military equipment, including for WMD programmes. There 15 no4ndication
as to what proportion of these funds may be used in this fashion. However, the ncome 1licitly
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generated by Iraq is outside of UN control, so it can be used (at least in part) to fund Saddam's
WMD programmes. We are not aware of shortage of funds being a factor in any mulitary/WMD
procurement. o -
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